VPN (Virtual Private Network — Sanal Gizli Ag)
Kurulum Belgesi
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VPN Kurulumu

KURUM VPN iglemini OpenVPN yazihmi ile yapmaktadir. Bu amagla VPN hizmeti almak
isteyen kisilerin bu yazilimi kurmasi gerekmektedir.

OpenVPN yazilimi Windows 2000 ve Windows XP isletim sistemleri ile test edilmistir. Diger
isletim sistemleri ile yada yamalari tamamlanmamis Windows 2000/Windows XP igletim sistemleri
ile birlikte yaziim dogru galismayabilir.

Liatfen kurulum iglemlerinden 6nce Windows igletim sistemi ile birlikte gelmekte olan
“Windows Update™i kullarak tim gtincellestirmeleri yapiniz.

VPN iglemleri icin kullaniciya bu belge ile birlikte gtivenli bicimde 5 dosya ulastirilacaktir. Bu
dosyalar sirasi ile

a) vpn-gui.exe: VPN icin kullanilan grafik kullanici araylzli yazilim.
b) KURUM.ovpn: KURUM igin hazirlanmis VPN baglanti ayarlari.
c) ca.crt: Certificate Authority sertifikasi.

d) clx.KURUM.gov.tr.crt: Istemcinin VPN sirasinda kullanacagi sertifika. (x bir
numaradir)

e) clx.KURUM.gov.tr.key: Istemcinin sertifikasinin anahtari. (x bir numaradir)

Yukaridaki dosyalarin gizliliginin saglanmasi, kimse ile paylasiimamasi giivenlik acisindan
son derece dnemlidir.

VPN hizmeti alabilmek igin asagidaki islemlerin eksiksiz sirasi ile yapilmasi gerekmektedir.

1) “vpn-gui.exe” dosyasina cift tiklayiniz.
2) Hosgeldiniz ekraninda “Next” tusuna basiniz.
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5%, OpenVPN 2.0.7-gui-1.0.3 Setup =)

Welcome to the OpenVPN Setup
Wizard

This wizard will guide wou through the installakion of:
OpenyPh - an Open Source YPH package by James Yonan.

OpenyPM GUI - & Graphical User Inkerface For OpenyPH by
Mathias Sundman

My Certificate Wizard - & kool bo create a certificate request
by Wlada Macek.

Mote that the Windows version of OpenPM will only run on
Win 2000, ¥P, or higher.

| [ Cancel ]

3) Lisans ekraninda “I Agree” tusuna basiniz.

5%, OpenVPN 2.0.7-gui-1.0.3 Setup =)

Licenze Agreement

Please review the license terms before installing OpenyPN
2.0.7-gui-1,0.3,

Press Page Down ko see the rest of the agreement,

OpenyPH (T -- An Open Source YPH dasmon s
Copyright (C) 2002-2005 Openy'PM Solutions LLC <info@openvpn.net =

(phus OpenyPM GUT and My Certificate \Wizard)

This distribution contains mulkiple components

af different authors, Some of the compaonents

Fall under different licenses, By using CpentPh
ar arvy of the bundled components enurmeraked "

If vwou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement ko install OpenyPM 2.0,7-gui-1.0.3,

[ < Back “ I Agree I [ Cancel

4) Bilesen secgimi ekraninda “Next” tusuna basiniz.
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5)
baslaya

6)

5%, OpenVPN 2.0.7-gui-1.0.3 Setup =)

Chooze Components

Choose which features of OpenyPM 2.0, 7-gui-1.0,3 wou want ko
install,

Select the components ko installfupgrade, Stop any OpenyPR or OpenyPM GUT processes or
the CpendPM service if it is running.,

Select components ko install: [#]i0penyP User-Space Components | —
CperdPR RSA Certificate Management Scripks
OpenyPM GUIT
AutoStart OpenyPH GUI
[] my Certificate wizard
[] Hide the TAP-winsz virkual Exhernet Adapter

| ey BN L - -
Description

Space required: 2, 2MB

[ < Back, ” hext = l [ Cancel ]

Kurulum dizini ekraninda “Install” tusuna basiniz. Kurulum islemi bu asamadan sonra
caktir. Ontanimli olarak gelen dizinin degistirilmesi tavsiye edilmemektedir.

5, OpenVPN 2.0.7-gui-1.0.3 Setup =)

Choose Install Location
Choaose the Falder in which toinskall OpenyPM 2.0, 7-qui-1.0.3,

Setup will inskall OpenYPM 2.0.7-gui-1.0.3 in the Fallowing Falder, Taoinskall in a different
folder, click Browse and select anather Folder, Click Install ko start the installation,

Destination Folder

C:\Program FilesiOpen'yPR

Space required: 2, 2MB
Space available: 2.8GE

[ < Back, ” Install l [ Cancel ]

Kurulum sirasinda gorilecek olan uyari mesajini “Continue Anyway” tusu ile devam ettiriniz.
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Har dware Installation

L4 'j The software you are inztalling for thiz hardware:
L
TAPWiIn3Z Adapter Wa

has not paszed “Windows Loga testing to werify its compatibility
itk Windaws =P [Tell e who this testing 12 imporkank. |

Continuing your installation of this zoftware may impair
or destabilize the correct operation of your spstem
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for zoftware that has
pazsed Windows Logo testing.

[ Continue Arnyway ] EéTDF'Installatinn |

7) Kurulum tamamlaninca 6nce “Next” sonra da “Finish” tusuna basiniz.

5%, OpenVPN 2.0.7-gui-1.0.3 Setup =)

Installation Complete

Setup was completed successfully,

Completed

Ckput Folder: :\Program FilestOpenyPH ”
Extract: INSTALL-win32, Ext

Extract: license.bxk, .. 100%

Extrack: openvpn.ica,,, 100%

Create shortcut: CiDocuments and Settings) AdministratoriStart Menu\Programsiop. ..
Create shortcut: CiDocuments and Settings) AdministratoriStart Menu\Programsiop...
Create sharkcuk: CDocuments and SettingstAdministrator Start MenuiProgramsiOp...
Create sharkouk: CDocuments and SettingstAdministrator Start MenuProgramsiOp...
Create sharkcuk: CDocuments and SettingstAdministrator Start MenuiProgramsiCop...
Create shortcut: CiDocuments and Settings) AdministratoriStart Menu\Programsiop. ..
Created uninstaller: C:\Program Files\OpenyPRURinstall, exe

Completed

KURUM




VPN Kurulumu
5%, OpenVPN 2.0.7-gui-1.0.3 Setup =)

Completing the OpenVPN
2.0.7-qui-1.0.3 Setup Wizard

CpenyPR 2.0, 7-gui-1.0.3 has been installed on your
compukter,

Click. Finish to chose this wizard,

l Finish I [ Cancel ]

8) Bu asamadan sonra Windows saatinin yaninda VPN ikonu gorinecektir. Fakat VPN
kullanima heniiz hazir degildir.

w.ailfﬁﬁiﬂﬁkﬂﬂqﬂ % 1 BT 2326

9) “ca.crt”, “cIx.KURUM.gov.tr.key”, “cIx.KURUM.gov.tr.crt” ve “KURUM.ovpn” dosyalarini
“C:\Program Files\OpenVPN\config” dizini alina kopyalayiniz. (x bir numaradir).

10)  Kopyalamis oldugunuz dizin icerisinde “"KURUM.ovpn” dosyasinin lzerinde sag fare tusu ile
basiniz ve “"Open with” seginiz.

11)  Gelen listeden “"Wordpad” uygulamasini seginiz.

12)  “cIx” metnini size verilmis olan numarayi kullarak degistiriniz. (Orn:cl1 gibi)

# SSL/TLS parms.

# See the server config file for more
# description. It's best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.
ca ca.crt

cert cl1.@®.gov.tr.crt
key cli .-.Euu.tr.ke

13)  Dosyayi kaydediniz ve gikiniz.
14) VPN ikonuna sag fare tusu ile basiniz ve en Ustteki “Connect” tusuna basiniz.

15)  “Initialization Sequence Completed” mesajini gérmusseniz ve VPN ikonu yesil olmus ise VPN
baglantisi saglanmistir. Bilgisayarinizin ayarlarina bagh olmakla birlikte sistem ikonlari arasinda
“Local Area Connection <y> connected.” seklinde bir uyari da gorebilirsiniz.
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“ OpenVPH Connection (client) E]@
Current State: Connected
ThuJun 22 23:40:33 2006 SEMT COMTROL [gecit.cankaya bel ] 'PUSH_REQUEST' [status=1] e

ThuJun 22 23:40:33 2006 PUSH: Recerved contral meszage: 'PUSH_REPLY route 10.7.0.0 255.255.0.0.¢
ThuJun 22 23:40:33 2006 OPTIOMS IMPORT: timers and/or timeouts modified

ThuJun 22 23:40:33 20068 OPTIOMNS IMPORT: -ifconfig/up optionz modified

ThuJun 22 23:40:33 2006 OPTIOMS IMPORT: route options rmodified

ThuJun 22 23:40:332 2006 TAPIN32 device [Local Area Connection 4] opened; S 8GlobalJBATSIEFE -
Thu Jun 22 23:40:33 2006 TAP-Win32 Driver Yerzion 3.1

Thu Jun 22 23:40:33 2006 TAP-wWin32 MTU=1500

ThuJun 22 23:40:33 2006 Hahfied TAPAwin32 drver to zet a DHCP [P/netmask of 10.1.0.6/255.255.255.2
Thu Jun 22 23:40:33 2006 Successful ARP Flush on interface [65542] {64 759EFE-1DFD-4E 24-40F5-110F,
Thudun 22 23:40:33 2006 TEST ROUTES: 0/0 succeeded len=1 ret=0 a=0 u/d=down

ThuJun 22 23:40:33 2006 Raoute: Waiting far TUM/TAP interface to come up...

ThuJun 22 23:40:34 2006 TEST ROUTES: 040 succeeded len=1 ret=0 a=0 u/d=down

Thu Jun 22 23:40:34 2008 Route: W aiting for TUM/TAP interface to come up...

ThuJun 22 23:40:36 2006 TEST ROUTES: 141 succeeded len=1 ret=1 a=0 u/d=up

Thu Jun 22 23:40:36 2006 route ADD 10.1.0.0 MASE 255.255.00101.05

Thu Jun 22 23:40:36 2006 Route addition wia IPAPI succeeded

ThuJun 22 23:40:36 2006 |ntialization Sequence Completed

£ »

Disconnect | Reconnect | Hide
| Bome 26 ae

16) VPN baglantisi kesilmek istenirse VPN ikonu (izerinde yine sag fare tusuna basilir ve
“Disconnect” tusuna basilir.
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